
January Technology Board Report - Cybersecurity Update 
 

 

Multi Factor Authentication Enabled:  Lindsay Greenbergand I tested and implemented 

Google Single Sign On for PowerSchool.   This leverages the strength of Google MFA, 

that we already have in place, to secure our SIS.  It also means one less password for 

Staff and Students to remember. (Yeah!)   We gave people a heads up on Friday, 

turned it on over the weekend, and had no questions on Monday AM.  

 

Data Governance Plan:  

This document has been completed and is ready for 1st reading.  It was in draft form 

since 2019.  Please feel free to use the Comment Feature in Google Docs if you have 

feedback or questions!  

 

SAU 50 Data Governance Manual -2023 

 

Partnerships with Federal Agencies 

 

CISA - Cybersecurity & Infrastructure Security Agency - The Cybersecurity and 

Infrastructure Security Agency (CISA) is an operational component of the Department of 

Homeland Security (DHS). CISA works to understand, manage, and mitigate risk to the 

nation's cyber and physical infrastructure in the public and private sector.  

 

MS-ISAC - The Multi-State Information Sharing and Analysis Center (MS-ISAC) is a 

CISA-supported collaboration with the Center for Internet Security designed to serve as 

the central cybersecurity resource for the nation's State, Local, Territorial, Tribal (SLTT) 

governments. MS-ISAC releases weekly updates on current threats and vulnerabilities.  

 

Cybersecurity Assessments 

 

CISA Cyber Hygiene Assessment: Ongoing Scanning of Public facing systems to look 

for network vulnerabilities. Started in December.  Reports arrive via email weekly, with 

any vulnerabilities highlighted.   



 
 

CISA Ransomware Readiness Assessment:  New service offered by NH CISA.  SAU 

50 introductory call has been scheduled.   

 

 

 

CIS FRAMEWORKS-  

 

 

MacOS Controls:    

CIS_Apple_macOS_14.0_Sonoma_v1.0.0.pdf Process of Review underway for MacOS 

Sonoma, which is currently released.  SAU 50 Staff Devices will be updated in Spring ‘24.  

 

Critical Security Controls - Version 8: 



 
 
CIS_Controls__v8__Critical_Security_Controls__2023_08.pdf 

 

“Whether you use the CIS Controls, and/or another way to guide your security improvement 

program, you should recognize that “it’s not about the list.” You can get a credible list of security 

recommendations from many sources—it is best to think of the list as a starting point. It is 

important to look for the ecosystem that grows up around the list.” - CIS Critical Security Controls- 

Version 8.  

References - For More information about CISA and K-12 please see their annual report from 2023.  Click the Image 

for link.  



 
 

 

 

Cyber Security Incident Response Plan -  

 



We have developed a SAU50 Cyber-Security Incident Response Plan as part of our larger SAU 

50 Data Governance Manual -2023  Manual- DRAFT.. .   The IRP defines the Who, What, 

Where, Why and How of the SAU 50 Response to any one of the common categories of cyber 

incidents. - Appendix B.  

 

 



 


